


A

Vd N\
A V4 SMART SWITCH

V4 2\ USERGUIDE
k‘ ' A e
V4 \

AN V4
Vd A\
AN V4
Vd A\
A YV

' Thank you for using our products, please read this
manual carefully before use.Related tools and documents

of products, please download from www.herospeed.net.



VA C ATALO G I——~

1 Introduction

1.1 Safety Symbols

1.2 ItemLis

1.3 Product Appearance Introduction ..

1.4 Specifications ...........ooooiiiiiiiiiiiiii 2

2 Installation

2.1 Installation Notes

2.2 Requirements For Installation Place

2.3 Electro Magnetic Environment Requirements
2.4 Installation Type

2.4.1 Install On The Cabinet
2.4.2 Install On The Table
2.4.3 Hang On The Wall

3 Connection

3.1 Connect With The Equipments
3.2 Establish A Network Connection

4 Configuration

4.0 Web Configure Guide ...
Startup And Login ....
Administrator

4.2.1 Authentication Configuration

4.2.2 System Ip Configuration

4.2.3 System Status

4.2.4 Load Default Setting

4.2.5 Firmware Update 10
4.2.6 Reboot Device .10

11
POE Status .....ooooiiiiiiiiiiiiincc ] 11
POE Setting 12
POE Power Delay .. .12
NTP Setting

VA C ATALO G I




VA C ATALO G I——~

4 Configuration

4.4 Port Management
4.4.1 Port Configuration
4.4.2 Port Mirroring
4.4.3 Bandwidth Control
4.4.4 Broadcast Storm Control
Vlan Setting
4.5.1 Vlan Mode
4.5.2 Multi-to-1 Setting
Per Port Counter
Qos Setting
4.7.1 Priority Mode
Security

4.8.1 Mac Address Binding ...
4.8.2 TCP/UDP Filter
Spanning Tree
4.9.1 STP Bridge Settings ..
4.9.2 STP Port Settings
4.10 Trunking
4.11 Dhcp Relay Agent
4.11.1 Relay Agent Configuration
4.11.2 Server Ip List
4.11.3 Vlan To Server Ip Map
4.12 Configuration Backup/recovery
4.13 Miscellaneous Settings
4.13.1 Output Queue Aging Time
4.13.2 Vlan Striding
4.13.4 Vlan Uplink ...
4.14 Snmp Setting
4.15 Logout
4.16 Load Default Setting — Hardware Based

VA C ATALO G I




[/ [usercuine] ]
[INTRODUCTION]

These instructions are intended to ensure that the user can use the product correctly to avoid danger
or property loss.

1.1/SAFETY SYMBOLS 1.2/ITEMLIST

NAME

Notes for the instuction Power Cable

Device

Follow these precautions to User Manual

A prevent potential injury Screw

or material damage. B
g Ear hanging

1.3/PRODUCT APPEARANCE INTRODUCTION

f The appearance of products, including buttons, interfaces and layout,
are for reference only, and the actual delivered goods shall prevail

FRONT PANEL:

Web Ettrset Swich o .+ o AT | T ]

CICJCI IR IC IR IE)

WAN Port ]

Reset LNetwork/

Power Led ——— Power Link Led —LAN Port

REAR PANEL:
O

®
(@) o ars ®

Power Input J L Ground
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[INTRODU TION]

1.4/SPECIFICATIONS

Power

ITEM

Power Adapter Voltage

Input100-230V/AC 50-60Hz

Consumption

270W

Network
Connector

Network Port

1~24 port: 10/100Mbps
POE Ethernet port
25~26 port: 10/100/1000Mbps

Transmission Distance

1~24 port. The transmission
distance is 100m

Transmission Medium

Cat5/5e/6 standard network cable

Network
Switch

Network Standard

IEEE802.3/10BASE-T

IEEE802.3u/100BASE-TX

IEEE802.3ab 1000BASE-T

Maximum Frame Size

1536 Bytes

Network
Switch

MAC address list

2K

PoE Standard

TIEEE802.3af, IEEE802.3at

Power Over
Ethernet

PoE Power Supply Type

End-Span(1/2+;3/6-)

PoE Power Consumption

at . (every port)

LED Status
Indicator

POE Ethernet

POE: 24 green light indicates that
the POE is power on;

Ethernet: 24 yellow light indicates
that the Ethernet Link and Act;

Environ
mental

Working temperature

0°C~55°C

Storage Humidity

0-95%

Storage temperature

-40°C~85°C

Mechanical

Dimension (L x W x H) mm

442%207*44

Material

SECC

Color

Dark gray

Stability

MTBF

>30000h

Product specifications are subject to change without notice.
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[INSTALLATION]

2.1/INSTALLATION NOTES

To avoid equipment damage or personal injury caused by improper use, observe the
following precautions.

This is a class a product and may cause radio interference in a live environment.
in this case, it may be necessary for the user to take practical measures to interfere
with it.

*Please do not install equipment at moist place or place with dust or soot.

* Please do not use in the environment with crrosive gass, which will destroy the equipment.
* Please keep a clean working enviroment for the switch, the overmuch dust will absorb static
and lead the life span shorten and communication failure easy.

% Do unplug the power cable before cleaning the switch. Do not use the moist cloth or any
liquid to clean it.

.2/REQUIREMENTS FORINSTALLATION PLACE

% Set up the product in an open and well-ventilated area. Allow at least 1 5¢m of clearance behind
the product and at least 5cm of clearance on either side of the product

% A good cooling system is required for the cabinet or table.

* The cabinet or table must be solid enough, available to bear the switch and the installation
accessories.

* There must be a good grounding for the cabinet or the table.

2.3/ELECTRO MAGNETIC ENVIRONMENT REQUIREMENTS

Some interference may happen during in use, which will have the effect on the devices, so
please pay your attention to these issues:

*If AC power supply system is TN system, the AC power socket should be the single-phase
three-wire power socket with PE.

% Do not set up the product in an area that is exposed or susceptible to strong magnetism, radio
waves, and/or impact and avoid setting up the product in the vicinity of wireless transmission
devices such as aradio or a television.

*If necessary, shield the electro magnetic, for example, use the shiled cable for interface cable.
* Interface cable goes indoor wiring, no outdoor wiring, in case that the signal port is destroyed
by the overvoltage or overcurrent caused by thunder and lightning.
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2.4/INSTALLATIONTYPE

Three installation types: Install on the cabinet, Install on the table,or hang on the wall.

Do unplug the power cable during installation or moving. the system must be
grounded before use. please use the 20# grounding wire.

The diagrams in this manual only for reference perpose, detailed information
is in accordana with the final product.

2.4.1/INSTALL ON THE CABINET:

(Figure. 2-1)
[1]Chect out the grounding and stability of the cabinet.
[2]Fix the ear hanging on two sides of the device.
[3]Lay the device on one cabinet’s mounting bracket, slide the device on sliding slot to
appropriate position.
[4]Fix the ear hangings on the fixed guide slot, make sure the device installed on cabinet’s
mounting bracket solidly.

(Figure. 2-2)

The ear hanging as a fixed role, can not be used for bearing, theremust be
a mounting bracket under the device to bear the switch.

2.4.2/INSTALLON THE TABLE

Lay the device on the table, make sure the table clean, solid and with good grounding:
[1]Make the device upside down, clean the groove of the bottom pannel with a soft cloth,
make sure no oil stain and dust absorbed on the device.

[2]Remove the sticker paper of the foot pad, stick the foot pad on the bottom pannel’s groove.
[3]Make the device upside, put it on the table.
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2.4.3/HANG ON THE WALL

[1]Hang the device on the vertical wall, make sure the wall clean and solid.
[2]Drill out the holes in the wall to put the rubber plugs in.
[3]Lay the device to the rack, aiming the rubber plug holes, screw in and fix the equipment.

e |

(Figure. 2-3)
3.1/CONNECT WITH THE EQUIPMENTS

Power Cable Connecting

Connect POE switch and power socket with the AC power supply enclosed.

Power the POE switch, power indicator on front pannel is on means the device is powered correctly.
Lock the AC power cable with the power cord buckle enclosed.

(Figure. 3-1)
Establish a network connection
Product Notes:
[1]JLAN port 1-24 channel, the 1-24 port, with POE function, 10/100Mbps
[2]WAN port 2 channels, the 25-26 port, without POE, 10/100/1000Mbps

[3]Without computer connected, it can be used as normal POE switch,no need to set up
IP address of you PC.

[4]With computer connected, it can be used as a WebSwitch, please refer these

Informations:
eDefault IP address of the switch: 192.168.2.1
eUser: admin passwords: system
*The connected PC requires the same network segment as the switch’s.
*Network segment: 192.168.2.2-250
*Gateway: 192.168.2.2-254

(Figure. 3-2)
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3.2/ESTABLISHANETWORK CONNECTION
Sets the IP of the management computer: The operation steps as follow (operation
under Windows XP system)

= Click “Start €% ”— Control Pannel — Network and Internet — Local Connect —
Interface“Local Connect Status”pop up as picture shown:(Figure. 3-3)

= Click “Properties” — “Internet Protocol Version 4(TCP/Ipv4)”, IP configuration
interface pop up as picture shown(Figure. 3-4). Select “Use Below IP address”, input [P

address ( between 192.168.2.2 and 192.168.2.250) and Subnet Mask (255.255.255.0),
then click confirm to finish the operation.

Yo can get [P setigs asse sutcmascaly o netuork
IS . Diharicae, you e t sk e Ttk BawRTSRS
for the aporcgeite P stings.

ot o F s sutomaticaly
P ——
1P e
-
Defat atenmay
-

8 s e ey DG server adrecsess
sz567,1%0 33072821

Preterod DI server LR
Aemate o4 server:
Soiaie | [ Diagrose

ks setings o ext

(Figure. 3-3)

(Figure. 3-4)
ﬂ NTP and EMALL will use the DNS service, if the applicati

service, be sure to fill in the correct DN'S address.

Use the ping command to confirm network connectivity the steps are as follows:
= Click “Start €% ”— Run, a runing interface pop up.

= Enter "ping 192.168.2.1" and click the "Enter" button. If the response of the device is displayed
in the dialog box that is displayed, it indicates that the network is connected. Otherwise, check
whether the network connection is correct.

(Figure. 3-5)
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[CONFIGURATION]

4/WEB CONFIGURE GUIDE

Recommended browser version : IE7 and above, Firefox, Chrome, (IE7 and above).

4.1/STARTUPAND LOGIN
Enter the correct administrator name and password after the login page shows up.
eDefault IP address: 192.168.2.1
eDefault administrator name: admin
eDefault password: system

*Press “OK” to login.

192.168.2.1

(Figure. 4-1)

characters will be recognized as different characters. For example: “ADMIN” will

i The administrator name and password fields are case-sensitive. The higher case
be recognized as the different character from “admin”.

If you input the incorrect administrator name or password, the following warning message

will show up and you must click “ok” to go back to the login page.

*On the Web side, you can configure the Administrator, POE, Port Management, VLAN Setting,
Per Port Counter, QoS Setting, Security, Spanning Tree, Trunking, DHCP Relay Agent,
Backup /Recovery, Miscellaneous, SNMO Settings, Logout function of the switch.

[% SmartSwitch Web-Base x

€« C [1192168.2.1

Error
Invalid User name or Pa

(Figure. 4-2)
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[CONFIGURATION]

4.2/ADMINISTRATOR
4.2.1/AUTHENTICATION CONFIGURATION

This page allows the administrator to change the administrator name and the password. You can
input up to 15 characters for each field.

Setiing

Username

Password
Confirm

(Figure. 4-3)

A Username & Password can only use "a-z","A-Z","0-9"," " "+" """ "=",

4.2.2/SYSTEM IP CONFIGURATION

This page shows system configuration including the current IP address and sub-net mask and
Gateway. IP address, Subnet Mask, and Gateway at system IP Configurationcan be configured
by the administrator. The smart switch also supports DHCP method to allow the dynamic IP
address allocated by DHCP server.

Setting Value

IP Address ’ﬁ ’27

Subnet Nask ’ﬁ ’ﬁ
Gateway 192 188 ,2_ £

IP Configure @ Static ©DHCP

(Figure. 4-4)
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[CONFIGURATION]

4.2.3/SYSTEM STATUS

This page allows the administrator to check the status of switch, including switch MAC address
and software version.

MAC Address 10:f0:13:70:18:26
Number of Ports 24+2

Comment switch MAX:15

System Version IP1826D_WebCtri_IP210L3.95_IP808_v118.6
Idle Time:|0 (1~-30 Minutes)

7] Idle Time Security Auto Logout(Default).

Back to the last display.

(Figure. 4-5)

*The comment field allows the network administrator to input an easy-to-remember nickname
for this switch. The legal characters are “a~z", “A~Z”, “0~97, «_«, 47 «.» “="_excluding
special character.

*The Idle time field allows the administrator to set a timer for auto logout. When the system
detects no web page activity for a pre-defined time, the system will auto-logout.

4.2.4/LOAD DEFAULT SETTING

Clicking the “Load” button will make the switch go back to the original configuration.

This change only concerns the switch behavior, excluding the change forIP Address,

A User Name and password.

After Load Default is executed, the all settings will be restored to default setting.

Load Default Setting

recover switch default setting excluding the IP address, User name and Password

(el
(Figure. 4-6)
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